
 

 

 
 

June 16, 2014 
 

Updated guidance on the storage of information outside of Canada by public bodies 
 
B.C.’s Freedom of Information and Protection of Privacy Act (FIPPA) prohibits public bodies 
from storing personal information outside of Canada or allowing access to it from outside of our 
national border, with specific and limited exceptions.  Innovations such as cloud computing have 
given public bodies pause to consider how these technologies can be used while also 
respecting the legal restrictions on trans-border flows of personal information.  
 
A recent development in this area is tokenization.  Tokenization involves replacing information in 
an electronic record with a randomly-generated token.  The original information can only be 
linked to the token by what is known as a ‘crosswalk table’.  Tokenization is distinct from 
encryption; while encryption may be deciphered given sufficient computer analysis, tokens 
cannot be decoded without access to the crosswalk table.   
 
Numerous public bodies have sought clarification from this office as to whether the use of 
tokenization complies with FIPPA, specifically whether tokens can be stored and/or accessed 
from outside Canada in a manner that complies with the restrictions in section 30.1 of FIPPA.  
 
Public bodies may comply with FIPPA provided that the personal information is adequately 
tokenized and the crosswalk table is secured in Canada.  This includes ensuring that the 
crosswalk table stored in Canada is not subject to disclosure under U.S. law including the 
PATRIOT Act (or other foreign law instruments).  
 
The OIPC recently provided detailed advice to the BC Government regarding tokenization as it 
applies to a specific proposed program. Given the considerable interest in this topic by 
ministries and the broader public sector, we have decided to make this letter a matter of public 
record. We encourage all public bodies considering the use of tokenization to review this 
guidance and apply the principles to their specific application.  
 
This office will, in the near future, issue a broadly applicable directive on the application of 
FIPPA to the privacy challenges represented by this technology. 
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